HMudopMmanuoHHag maMaTKa I o0yJuaronmxes 9 pa3MelneHns Ha opUIuaabHbIX VIHTepHeT -
pecypcax

C KaKIbIM TOOM MOJIONEXKU B HMHTEPHETe CTaHOBHUTHCSA OOJbBINE, a MIKOJbHHUKH OJHHA W3 CaAMbIX
aKTUBHBIX IOJb3oBaTesdell PyHera. Mexay TeM, MOMMMO OTPOMHOTO KOJMYECTBA BO3MOKHOCTEM,
WHTEPHET HeceT ¥ MpobJieMbl. OTa MaMATKa J10/KHAa IToMoub Tebe 6e30macHo HAaXOAUThC B CETH.
KoMnbroTepHBIE BUPYCHI
KoMmmnpioTepHBII BUPYC - B5TO PAa3HOBHUHOCThL KOMIBIOTEPHBIX IIPOTPpaMM, OTJHUUTEIHHON
0CcOOEHHOCTBIO KOTOPOH fABJISETCS CHOCOOHOCTh K Pa3MHOKEHUI0. B JOMOJHEeHHe K 5TOMY, BUPYCHI
MOTYT TIOBPEIUTH WJMU IIOJHOCTBIO VHHUUTOXKUTH Bce Gadabl U JaHHBIE, ITOAKOHTPOJBLHEIE
II0JIB30BATEJIIO, OT UMEHH KOTOpOoro ObLIa 3alyIreHa 3apaykeHHAaA IPorpaMMa, a TAKIKe MOBPeIUTh WA
Jla’Ke VHHUUTOKUTh OIIEPAI[MOHHYI0 CHCTEMY cO BeeMH (daiyiamMu B IesioM. B GojbITMHCTBE CiryuaeB
pacpocTpaHIoTCS BUPYChI Yepe3 MHTEPHET .
MeTobI 3aITMTEL OT BPeOHOCHBIX TPOrPaMM:
1. McnoJsp3yil coBpeMeHHBle OIepallMOHHbIE CHCTEMBI, UMEIOIINE CePhE3HBIN YPOBEHb 3alllUThI OT
BPEJ0OHOCHBIX TPOrpaMM;
2. [TocTosTHHO ycTaHABJIUBAM TAaUTH (TG POBEIE 3allJIATKU , KOTOPHIE ABTOMaTHYeCKH YCT aHABJIUBAIOTCS
C I[eJIBIO JOPaOTKH MporpaMMEl) H Ipyrue 00HOBJIEHHA CEOeH OIeparlMoHHOH chcTeMbl. CKauMBai Mx
TOJILKO ¢ oduIUaabHOro caira paspaborumka OC. Ecim cymiecTByeT pekKMM aBTOMATHUECKOTO
O0OHOBJIEHUS , BKJIIOUU €r0;
3. PaboTail Ha cBoeM KOMIIBIOTEPE 1O/ IIPaBAMU IT0JIb30BATEJIA, 4 HE JIMIHUCTPATOPA. 2T 0 He I103B OJIUT
OOJIBIIIMTHCTBY BPETOHOCHBIX ITPOTPaMM WHCTALJIMPOBAThCA Ha TBOEM TTEPCOHAIBHOM KOMITHIOTEDPE;
4. Hcmonp3yll aHTUBHpPYCHBIE IIpOrpaMMHbBle IPOAYKTBI H3BECTHBIX ITPOM3BOAUTENEH, C
aBTOMAaTHUUeCKNM OOHOBJIEHMEM 6a3s;
5. Orpasnub GUUMIECKUI JOCTYT K KOMIIBIOTEDY /I IIOCTOPOHHUX JIHIT,
6. Mcnonb3yii BHeITHEE HOCHT esTH HHQOPMAaIH, Takie Kak (QJIellKa, JHCK WM ¢aia 13 HHTepHeTa,
TOJBKO U3 MTpodepeHHBIX UCT OUHHKOB;
7. He oTKpbIBall KOMIIBIOTEPHBIE QalIbI, IOJYUeHHBIE N3 HEHATEKHBIX UCTOUHUKOB. [laske Te dailibl,
KOTOpBIe MPHcJIa TBOH 3HAKOMBIH. JIyullle yTOUHH Y HEro, OTIPAaBJIAN JIU OH Tebe UX.
Cetu WI-FI
Wi-Fi - aT0 He B mepenaun JaHHBIX, He TEXHOJIOIHA, a BCETO JIUITH OpeHz, Mapka. Eme B 1991 roay
HUJIepJIaH/ickas KoOMIaHusa 3aperucrpupoBaia Openyn « WECA», uro o603Hadasmo cJI0BOCOUETAHUE
«Wireless Fidelity» , koTopblil mepeBoaAnTCA Kak «6eclIpoBOIHASA TOUYHOCTb» .
Jlo Hamero BpeMeHHU JoILIa Apyras abbpeBuaTypa, KOTOpas ABJIAETCA TaKOHM e TeXHOJOTHeH. DTO
abbpesuarypa «Wi-Fi». Takoe HasBamme OBUIO JaHO ¢ HAMEKOM HA CTAHAApPT BLICIIHE 3BYKOBOH
TexHUKH Hi-Fi, 4To B ITepeBo/le 03HAUAET «BLICOKAS TOUYHOCTDY .
Ja, 6ecILIaTHBIA MHTEPHET-TOCTYII B Kade, OTeJIX U aspolopTax ABJISeTCS OTJIHMUHONH BO3MOKHOCTBIO
BBIXOJla B MHTepHeT. Ho MHOI'Me 3KCHepThl CUMTAaIOT, uTo obienocTynHble Wi-Fi ceru He aBadgroTca
He30omacHBIMU.
CoBerbl 10 Oe3omacHocTy pabore B 00Ie[0CTyIHBIX ceTsax Wi-fi:
1. He mepenaBaii cBoro JuuHyio nHpopmMarmo uepe3 obmmegoctymable Wi-Fi cern. Paboras B HuUX,
JKeJIaTeILHO He BBOJIUTH ITAPOJIH JIOCTYIIA, JIOTUHBI M KAKMEe-TO HOMEepa,
2. HMcnonb3yii 1 o6HOBJIAN aHTHBHUpPYCHEIE IporpaMMBI B Opanamayep. TeM caMbIM ThI 06e30I1acHIIb
cebs OT 3aKauK¥ BUpyca Ha TBO€E YCTPOHCTBO,
3. IIpu ncnoab3oBanuu Wi-Fi orkimoun GyHKITHIO « OOIIEE JOCTYI K (aiaaM U IIPHHTepaM» . JlaHHaa
GyHKITHA 3aKpBITa IO YMOJUAHHIO, OJHAKO HEKOTOpLIe IOIb30BaTeIN aKTUBUPYIOT €€ /1 yaobcTBa
HCII0/Ib30BaHUA B paboTe Win yuebe,
4. He ucnonwsyin nybuauunbmii WI-FI gid mepenaun JUUHBIX JaHHBIX, HAIPUMEpP 7JS BBIXOJa B
COITUAJIBHBIE CETH UJIU B 3JIEKTPOHHYIO IIOUTY,
5. Umosb3yit TosIbKO 3armuiierHoe coequHerue uepes HTTPS, a ue HTTP, T.e. mpu Habope Beb-agpeca
BBOJIM UMeHHO «https: //»;
6. B mobmiaesHOM TenedoHe OTKMIOUH GyHKNmMIO «Ilogwmogenne k Wi-Fi aBromarmueckn». He
JIOIyCKal aBTOMaTHUUeCKOro MOKJIIOUeHHA yeTporicrBa K ceTaM Wi-Fi 6e3 TBoero corsiacus.
ConuaabHbIE CETH
ConmuaabHBIE CEeTH aKTUBHO BXO/IST B HAIITY KU 3Hb, MHOTHE JIIOH paboTaloT U KUBYT TaM IIOCTOSHHO, a
B Facebook yxe 3aperucrpupoBal MWILIHAPA YeJOBEK, UTO SBJISAETCA OTHOH CeIbMOM BCeX KUTeJel
IJIaHeThbl. MHOTHeE M10JIh30BaTeIN He IIOHUMATOT , UTO MH(OpMaIrusa, pa3MeIleHHasd UMU B COITUATbHBIX
ceTax, MoKeT OBITH HaiiZleHa U WCIO0JIb30BaHa KeM YI'OJHO, B TOM UMcIe He 0643aTesbHO ¢ GiarumMu
HaMepeHWSIMH.



OcCHOBHBIE COBEThI 0 He30ITaCHOCTH B COITHAJILHBIX CETSX:

1. OrpaHuYb CIIHCOK Apy3el. Y Tebs B IPY3bAX He JOKHO ObITh CIyYaliHBIX U He3HAKOMBIX JIFOJT €M,

2. BallyInai cBO YacTHYIO KHU3Hb. He ykasbBail mapoJin, TesieoHbl, afgpeca, JaTy TBOETro POK/IEHI
U IPYTYIO JIMUHYIO MHPOPMAITHIO. 3/I0YMBIILJIEHHUKN MOTYT UCIOJIb30BaTh Jaxke NHGOPMAITHIO O TOM,
KaK ThI 1 TBOU POAUTEJIU IIJIAHUPYETE IPOBECTH KAHWUKYJIBL,

3. BalluInay CBOK PelyTaIluio - JepKU ee B UMCTOTe U 3ajiaBail cebe Bompoc: XOTesa Obl Thl, UTOOBI
JPYTHE MOJb30BaTEH BU/IEJU, UTO ThI 3arpyKaelib? Ilogymaii, mpexie UeM UTO-TO OMYOJIUKOBATh,
HaIlucaTh U 3arPy3UTh;

4. Ecyii THI TOBOPHUIIIH C JIFOABMU, KOTOPBIX He 3HAElllb, He HCI0JIb3YH CBOe PealbHOe UM U JIPYTYIO
JIMUHYIO HHOPMAITUM: UM S, MECTO KUT eJIbCTBA, MeCTO yuebbl 1 ITpouee;

5. M36erant pasmentenus ¢ororpaduii B VIHTEpHETE, Te THI H300pakeH Ha MeCTHOCTH, II0 KOTOPOU
MOPKHO OIPEJIEJTUTH TBOE M ECTOI 0JIOYKEHUE,

6. [Ipu pervcrpanuu B COIUAIbLHON ceTH HeOOX0ITMMO MCII0Ib30BaTh CJI0KHEIE IIAPOJIU, COCTOSIIHE U3
6yKB 1 M} p U ¢ KOJIUUECTBOM 3HAKOB He MeHee §;

7. 1A conmuaIbHOM CeTH, MOUTH U PYTHX CAlTOB HeOOXOIUMO HCII0JIb30BaTh pa3Hble maposu. Torma
ecJii TebA B3JIOMAIOT, TO 3JI0YMBIITIIEHHUKH TTOJIYUAT JTOCTYI TOJBKO K OTHOMY MeCTy, a He BO BCE Cpa3y.
DJIeKTPOHHBIE TeHbIN

DJIEKTPOHHBIE JIeHbIU — 5TO OUeHb YIOOHBIA crocob IaTeel, OJJHAKO CYIIeCTBYIOT MOIIIEHHUKH,
KOTOPBIE XOTAT MOJYUUTE 3TH JT€HbIH.

SJIeKTPOHHBIE JEeHBIY TOABMJINCHL COBCEM HEABHO U UMEHHO K3-3a 3TOT'0 BO MHOTHX TOCYIapCTBAaX JI0
CHX TIOP He MIPOIUCAHO PO HUX B 3aKOHAX.

B Poccun 7xe oHU (PYHKITMOHHUPYIOT M O HUX Y7Ke MMPOIKCAHO B 3aK0HE, TYIe UX Pa3/eISIoT Ha HECKOIbKO
BUJIOB - AaHOHWMHBIE W He aHOHUMHBIE. Pa3HHIla B TOM, UTO aHOHHMHBIE - 3TO Te, B KOTOPBIX
pasperaercd TPOBOAUTH oOllepanui 0Oe3 UAeHTUDUKAIIUN I10JIb30BATENI, a B HEaHOHUMHBIX
Y eHTU(UKAIIIN T0Ib30BaTeNA ABJIsAeTCS 0053aTeTbHOM.

Takske cienyer pasjddaTh JIeKTPOHHBIE (bUATHBIE JIeHbIW (paBHBI TOCYAPCTBEHHBIM BaJIFOTaM) U
3JIeKTPOHHbIE HepraTHbIE JIeHbI'! (He PaBHBI ITOCY/[apCTBEHHBIM BATIOTAM ).

OCHOBHEBIE COBETHI IT0 He30macHol paboTe ¢ 3J1eKTPOHHBIMU JeHbaMU:

1. [IpuBsSKY K cueTy MOOMJIBLHBIN TeldedoH. DTO caMbli YIOOHBIM 1 OBLICTPBIA cIocoO BOCCTaHOBUTH
JocTyll K cuery. IlpuBg3aHHBIN TenedOH IIOMOJKET, ecId 3aby/lelllb CBOM IIaTeKHBIA Iapob MJIH
3aii/lelllb Ha CAalT ¢ HE3HAKOMOI'O YCTPOUCTBA,

2. Mlcmonb3yi ogHOpa3oBble napoiu. [locie mepexoa Ha YCUIEHHYIO aBTOPU3aIUIo Tebe yiKe He Oyer
JIPOKAaTh OMMACHOCTb KPaXKU WM IepexBara IJIaT e;KHOTo ITapoJis,

3. Bribepu ciroHBIN maposs. [IpecryniHKaM OyIeT He IPOCTO yrafaTh CAOKHBII apoiab. HagexHble
MapoJad — 53TO MapoJd, KOTOPhIe cojiepaT He MeHee 8 3HAKOB M BKJIIOUAIOT B ce0s CTpPOUHBbIE U
MpONHCHbIE OYKBBI, NHUQPBI W HECKOJIBKO CHMBOJIOB, TakHWe Kak 3HAaK joJutapa, QyHTa,
BOCKJIHIIAT €ILHLIN 3HaK U T.11. Hammpumep, StROng!;;

4. He BBROIM CBOM JIMUHBIE JTaHHBIE HA calTaX, KOTOPBbIM He JIOBEPSEIIIb.

DJIEKTPOHHAs ITOHT a

DJIeKTPOHHASA [TOUTa — 3TO TEXHOJIOTHA U IPeOCTaBIsIeMble €0 YCIYTH IO MepechbUIKe U IOJIYUEHUI0
3JIEKTPOHHBIX COOOITIEHUIT, KOTOPbIE PaCIPEeleIA0oTCs B KOMIBIOTEPHON ceT. OOBIUHO 5JIeKTPOHHBIA
MIOYTOBBIN ANIMK BBIVISIUT CJAEIYIONIMM 00pa3oM: UMS_I0JIb30BaTeIA@UMS_JIoMeHa. Takke KpoMe
Iepejiauil IIPOCTOTO TEKCTa, MMeeTCss BO3MOKHOCTh Ilepe/laBaTh (haiiIbl.

OCHOBHEBIE COBETHI IT0 He30macHoM paboTe ¢ 3JIEKTPOHHOU ITOUTOMH:

1. Hago BRIOpars MpaBMUIBHBIN IIOUTOBLIA CEPBHC. B HHTEpHETEe ecTh OIPOMHBIA BBEIOOP OecInIaTHBIX
MIOYTOBBIX CEPBHCOB, OJTHAKO JIYUIIIEe JOBEPATH TEM, KOTO 3HAEIb U KTO IEPBLIA B PEUTHHTE,

2. He ykaspBail B JHUYHOM IOYTe JHUYHYIO WHDopMmamnuo. Hanpumep, Jydiie BbIGpaTh
«MY3bIKJILHBIA_(haHAaT @» WIH « POK2013» BMeCTO «TeMal3»;

3. Mcmosb3yll ABYXATAHYIO aBTOPU3AIMIO. OTO KOrja MOMHMO IapoJii HYKHO BBOJAUWTH KO,
IIpUCchbLIaeMbIH 1o SMS;

4. Beibepu cl0KHBIA MMapoJb. /A KakJOro IOYTOBOIO SINHKA JO/IKeH OBIThb CBOM HaJleKHBIM,
YCTOUIHBLIN K B3JIOMY I1apOJIb;

5. Eciit ecTh BO3MOKHOCTD HAIlKCATh CAMOMY CBOH JIMUHBIN BOIPOC, UCIOIb3YI 3TY BO3MOKHOCTb),

6. HMcrnosib3yil HECKOJIBKO IOUTOBBIX SAIIUKOB. [lepBBIN [JIS UAaCTHOU IIEpellCKU C ajpecaTaMu,
KOTOPBIM ThI JOBepsellb. DTO 3JIeKTPOHHBIA apec He HaJ0 HCIOJIb30BATh NMPHU PErHCTPalUM Ha
dopymax u caitrax;

7. He oTkpbiBail dbailyibl U Jpyrue BJAOKEHUA B MUChbMax Jaske ecJU OHU MPUIILIN OT TBOUX JPY3€H.
Jlyuirie yTOUHU Y HUX, OTIPABJISJIN JIU OHU Tebe ATH daiiIbr,



8. Ilocsie okoHuUaHMA paboThI Ha ITIOUTOBOM CEpPBHCe Iepe]] 3aKpPhITHEM BKJIAJKU ¢ caliToM He 3abyab
HakaTh Ha « BeIATH» .
Ku6epOy IIuHT I BUPTyaJIbHOE U3/[eBaTeIbCTBO

KubepOyiuHT — TpeciefloBaHHE COOOIEHUAMHM, COJEpsKaIllMMU  OCKOPOJIEHUS, arpeccuio,
3aIlyTHBAHUE, XYJIUTAHCTBO, COIUAJIBHOE OONKOTHPOBAHWE C IIOMOIIBI0 PA3JIUUHBIX HWHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI 110 60phOe ¢ KNO6epOyIIMHIOM:

1. He 6pocatica B 601, JIyurmmii cnocob: TOcoBeToBaThed Kak cebg BECTH U, eCJIU HET TOI'0, K KOMY MOKHO
obpaTUThCs , TO BHAUAJIe YCIIOKOUThCA. EcIu Thl HAUHeIb OTBeUaTh OCKOPOIeHNAMU Ha OcKOpOJIeHN,
TO TOJILKO ellle 60JIbIe pa3orKIKeIh KOHMIIHKT,

2. YpaBJisii cBoel KubeppelyTarnuen,

3. AHOHUMHOCTbL B ceTH MHKMasg. CyIIecTBYIOT CHOCOObI BBIACHHTBH, KTO CTOHUT 3a AHOHWUMHBIM
AKKAyHTOM,

4. He cTout BecTu Xy/JIUTaHCKUH 06pa3 BUPTYaJIbHOU KU3HU. VIHTepHeT GUKCUPYeT BCe TBOU JIeHCTBUI
Y COXPaHAET UX. YIaTUTh X OyeT KpailHe 3aTpyIHUT €JIbHO,

5. Cobrofialt cBoM BUPTYAJIBHYIO UYECTh CMOJIONY,

6. UrHopupyld eIMHMYHBIA HeratuB. OJHOpa3oBble OCKOPOUTENbHBIE COOOIEHUS JIydllle
WrHOPHpPOBaTh. OOBLITHO arpeccHsd IpeKparaeTcd Ha HauaJbHOH CTaIuH,

7. Ban arpeccopa. B nmporpammax o6MeHa MTHOBEHHBIMH COOOIIEHUSIMU, B COITUAIBHBIX CETSAX €CThb
BO3MOKHOCTb OJIOKHPOBKHU OTIIPABKU COOBITIEHMII ¢ Ol pejlesIeHHBIX a/IPECOB;

8. Ecuiut ThI cBUIEeTEIb KbepOyIuHra. TBOU IeNCTBUA: BBICTYIIUTE IPOTHB IIPecIeloBaTe I, T0Ka3aTh
eMy, UTO €ro /JedCTBHsA OIIEHUBAIOTCA HeETaTUBHO, IOJJiepiKaTh JKEPTBY, KOTOPOM HYy’KHAa
IICUXOJIOTHMYECKast ITOMOIIb, COOOIUTD B3P0 CIBIM O (haKTe arpecCHBHOIO ITOBEIEHUA B CETH.
MobuibpHBI TesedoH

CoBpeMeHHBIe cMapT(dOHBI U MIJIAHITIETHI colepkaT B cebe BIIOJIHE B3POCIbId (PYHKITMOHAT, U TEIEPh
OHM MOTYT KOHKYPHUPOBATH CO CTAIIMOHAPHBIMU KOMITBIOTEpamMu. OJHAKO, CPEeNCTB 3allUThI IS
10/100HBIX YCTPOMCTB IIOKA OUeHb MaJIo. TecTUpOBaHKeE U ITOUCK YSI3BUMOCTeH B HUX IIPOMCXOUT He TaK
WHTEeHCUBHO, Kak /114 [TK, To ke camoe KacaeTcs 1 MOOMIBHBIX TPUIOKEHWH.

CoBpeMeHHBbIe MOOWJIbHBIE Opay3ephbl yiKe IMPaKTUUecKW JOTHAJA HACTOJbHBIE aHAJIOTH, OTHAKO
pacrpenue GYHKITMOHAIA BJIeUeT 3a cOO0M OOMBIIYIO CI0KHOCTh X MEHBIIIYIO 3aITUITIEHHOCTb.
Jlanexo He Bce TPOM 3B OTUTEJIH BEITYCKAIOT 0 GHOBJIEHHS , 3aKPHIBAOIII e KPUTHUECKHE YI3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI A1 6e30IacHOCTH MOOHIBLHOTIO TeaedoHa:

1. Huuero He sBJIseTcs Mo-HacToAIeMy OecliaTHbIM. Byb OcTOpokeH, Belb Korja Tebe mpesiararoT
GecnJIaTHBIN KOHTEHT , B HEM MOTYT OBITh CKPBITHI KAKHEe-TO IIJIaTHBIE YCIYIH,

2. Jlymaii, mpesx/ie ueM OoTIpaBUTh SMS, ¢hoTo mu Bu/ieo. Thl TOUHO 3HAEITh, I7le OHU 6YIYT B KOHEUHOM
urore?

3. Heobxo1m o 06HOBJIATE OIlEpAIOHHYIO CUCTEMY TBOETO cMapThOHa,

4. Vlctioyib3y#l aHTUBUPYCHBIE ITPOrPAMMBI JIJI1 MOOMIBHBIX TeJ1e(pOHOB;

5. He 3arpyaii IpuIokeH!s OT HEN3BECTHOI'O MCTOUHUKA, BeJlb OHU MOTYT COJlep/KaTh BpellOHOCHOe
IIporpaMMHoe obecreueHue,

6. ITocoe TOro xax THI BBIMJEIIL C cAMTa, IYle BBOAWJ JIMUHYIO HHGOPMAITUIO, 3al/ 1 B HACTPOHKU
bpay3sepa u yaaau cookies;

7. [lepuoiecKk MpoBEPAN KaKHe IJIaTHbIe YCIYTH aKTUBHUPOBAHBI Ha TBOEM HOMEPE;

8. /laBail cBOI1 HOMep MOOMJIBHOTO TesiepOHA TOJIBKO JIOAAM, KOTOPBIX Thl 3HAEIb 1 KOMY JI0BEDS EllIb;
0. Bluetooth momkeH GbITh BBIKIIOUEH, KOTYIA Thl UM He T0JIb3yelllbes. He 3abbIBaii MHOTIa IPOBEPATD
3TO.

Online urpst

CoBpeMeHHbIe OHJIAWH-UTPHI - 3TO KPaCOUHbBIe, 3aXBaThIBAIOIIHE Pa3BIeUeHIs, 00beIUHAIONINE COTHU
THICSU YeJOBEeK IO BceMy MUpPy. VIIpoKU HCCAeAYyIOT AaHHBII MM MHp, OOIIArTCsA IPYT ¢ APYTOM,
BBITOJHAIOT 3aaHUd, CPA’KAIOTCI ¢ MOHCTPAMM U TIOJIYUAIOT OIBIT. 3a YAOBOJBCTBHE OHU ILIATAT:
MTOKYTIAIOT AUCK, OIJIAUMBAIOT aDOHEMEHT MJIU IPUOOPeTaroT KaKue-TO OIMITHH.

Bce oTH cpexcrBa uayT Ha IojjepskaHKMe W PasBUTHe WIPLI, a TakKe Ha camy Oe30IacHOCTD:
COBEPITIEHCTBYIOTCSI CHCTEMBI aBTOPH3aIlMM, BBIIYCKAIOTCS HOBBIE ATyl (MHQPOBBIe 3allJaTKU JJIsd
IIPOTPAaMM ), 3aKPBIBAIOTCA YA3BUMOCTH CEPBEPOB.

B 1o/106HBIX UTpax CTOUT OIlacaThCs He CTOJILKO CBOMX COIIEPHUKOB, CKOJBKO KPayky TBOEr'o MapoJif , Ha
KOTOPOM OCHOBaHa CHCTeMa aBTOPH3aliui GOJIBIMMHCTBA UTP.

OcHOBHBIe COBETHI IT0 6€30IIaCHOCTH TBOET'O UTPOBOT'0 aKKAYHTA:



1. Ecomi gpyroii urpok BejleT cebs IJI0X0 WX co3gaeT Tebe HENMPHUATHOCTH, 3a0JIOKUPYH €ro B CIIHCKe
UT'POKOB;

2. [loskamyiics aIMUHUCTPATOPaM UTPHI Ha T1JI0X0e TIOBElEHIe ATOI'0 UTPOKA, KeJaTeabHO TPUIOKUTE
KaKHe-To J0Ka3aTejbCTBa B BUJ e CKPUHOB,

3. He ykasnbIBail TUUHYIO HHGOPMAITHIO B PO dakyie HIPLI,

4. YBaxal IpyrHxX yUacTHHUKOB 110 UT'PE,

5. He ycranae B aii HeopuuaabHbIE TIATYA U MOJBL,

6. Mcnosmb3yl cy103KHbBIE U pasHbIE TapOJIH,

7. [laske BO BpeM# UTPLI He CTOUT OTKJIIOUATh aHTUBUpPYC. [1oka THI UTpaelthb, TROM KOMIILIOTEP MOTYT
3apa3uTh.

DUITHHT UJIH Kpaska JIMIHBIX JJAHHbBIX

OBBIUHON Kpaskel JeHer U JOKYMEHTOB CEr'OTHA y#Ke HUKOIO He YAUBHIIL, HO ¢ PAa3BUTHEM HHTepHET-
TEXHOJIOTWA 3JI0yMBINUIEHHUKU I1€PEMECTIINCH B UHTEPHET , U IPOI0JIFKAIOT 3aHUMAaThCS « TIOOMMBIM »
JIeJIOM.

Tak mogBmiIach HOBasg yrpo3a: MHTEPHET-MOIIEHHUUeCcTBAa MM (DUIIMHT, TUJIABHAS IIeIh KOTOPOTO
COCTOUT B ITOJYUeHHM KOHOUIEHIUATBHBIX JaHHBIX II0Jb30BaTelell — JIOTMHOB WU mapoJjeil. Ha
aHTJIMHACKOM A3bIKe phishing wiraercs kak durmuHr (ot fishing — peioHas 1o, password — IapoJb).
OCHOBHEIE COBETHI IO 60phhe ¢ PUIITHHTOM:

1. Cinequ 3a CBOMM aKKayHTOM. EcJu ThI IT0JJ0O3peBaellb, UTO TBOA aHKeTa ObLIA B3JI0MaHa, TO
HeobXouMo 3ab6JI0KUPOBATh e U COOOIMTE a[IMUHHCTpaTopaM pecypca 06 3TOM Kak MOKHO CKOPEE;
2. Mcnonk3yi H6e3omnacHble Beb-caliThL, B TOM YHCIe, MHTEPHET-MarasfiHOB U IIOUCKOBBIX CHCTEM,

3. Hcmomesyll cIoKHBIE W pasHble NOapoiad. TakuM obpa3oM, ecji TeOsf B3JIOMArOT, TO
3JI0YMBIILIEHHUKY TOJIydaT JOCTYII TOJIBKO K OJJHOMY TBOEMY ITPO(IIIIO B CETH, a HE KO BCEM,

4. Ecnu Tebd B3JIOMasu, TO HEOOXOAMMO IPEAYIPEAUTD BCEX CBOMX 3HAKOMBIX, KOTOPBIE 06aBJIEHb Y
Tebs B IPY3hAX, O TOM, UTO Tebs B3TOMATH U, BO3MOYKHO, OT TBOET0 UMEHU Oy/IeT pacchLTaThed cliaM U
CCBLIIKY Ha (DUIITMHIOBBIE CAHTEI,

5. YerarnoBu HafiesKHBIA naposs (PIN) a MoOWILHEBE Tesredor,

6. Orwrroun coxpaHeHUe Tapoid B bpayzepe,

7. He oTkprIBali paiiabl U IpYyrHe BJIOKEHHA B IMHChMaxX dake ecJHd OHH IPHIILIHN OT TBOHX JPY3€il.
JlydIlie yTOUHH y HUX, OTIIPABJISJIH JIF OHH Tebe 5T (haiiibl.

[Tudporag permyranus

[MudpoBad pemyramusg - 5TO HeraTWBHad WJIM IIO3WTHBHad wHHQopManusga B ceTH o Tebe.
Kommpomerupyroniagd wuHdboOpMAalugd pasMellleHHad B HHTEepPHeTe MOYKEeT Cepbe3sHbIM o6pa3oM
OTPAa3UThCA Ha TBOEU peaJlbHOU KU3HU. «lludpoBad pemyramug» - 3TO TBOH UMUK, KOTOPBIN
(opmupyerca 13 nHdopMaluu o Tebe B UHTEPHETE.

TBoe MecTO KUTeIBCTBA, yuebhl, TBoe (hUHAHCOBOE MOJI0KEHNE, 0CODEHHOCTH XapaKTepa U Pacckasbl O
BJIMBKUX - BCe 3TO HAKATIJIMBAETCSH B CETH.

MHorue [0 POCTKU JIEFKOMBICJIEHHO OTHOCATCS K IyOmKanuu JuuHor nHgopmanuu B FMiHTEpHETE, He
MIOHUMasi BO3MOMKHBIX IocieficTBUH. ThI Jaske He CMOMKeNIL JoraZiaThbes O TOM, UTo ¢oTorpadus,
pasMeltieHHad 5 JIeT Ha3aj, cTajla IPUUMHOM OTKa3a IPUHATE Te0A Ha paboTy.

KomMmeHTapun, pasMelreHue TBoux doTtorpaduil u Apyrue AeHCTBUSI MOTYT He UCUe3HYTh JaKe IocIe
TOT'0, KaK THI UX y/IAJIUIITh. ThI He 3HA€Ib, KTO COXPAHWJI 3Ty MH(OPpMaIHo, oI ajia I OHa B IIOUCKOBBIE
CHCTEMBI ¥ COXPaHWJIACK JIU OHA, & [JIaBHOE: UTO IOIYMAIOT 0 Tebe OKpY7KAarOIIee JFOAH , KOT Opble HANIYT
¥ YBUAAT 3T0. HaliTk mHQOpMAaIio MHOTO JIET CITYCTA CMOJKET JIF0OOH - Kak U3 JoOpbIX MOOYKIeHIA,
TaK U ¢ HaMepeHHeM IPUUNHUTE BPel. TO MOKET ObITh KTO YTOIHO.

OCHOBHEBI€E COBETHI 110 3aIUTe TUMPOBOUN PENyTallNU:

1. ITogymaii, mpesk/ie 4eM UTO-TO IIyOJIMKOBATh U IepefaBaTh ¥ ceba B 6JI0re HJIH B COITHATbHOM CETH,
2. B HacTpoiikax mpoduig yeTaHOBU OIpaHHUUeHH I Ha ITPOCMOTP TBOEro TPodHJISI U ero COAePKHUMOro,
clleJiaii ero TOJBKO «JJIA APYy3ei»

3. He pasmerriaii u He yKa3bIBail HHMOPM AITHUIO, KOTOpas MOKET KOro-Ib0 0CKOpOJIATh WIH 00MKAaTh.
ABTOpCKOe TpaBo

CoBpeMeHHbIE MIKOJILHUKU- aKTUBHBIE TI0JIb30BAaTEIU ITU(MPOBOTO IpocTpaHcrBa. OJHAKO Jaeko He
BCe 3HAIOT, YTO I 0JIb30BaHNE MHOTHUMH BO3MOKHOCT MU ITU(PPOBOro Mupa TpebyeT cobroieHI TpaB
Ha UHTEJJIEKTYaIbHYIO COOCTBEHHOCTE.

TepMuH «HHTeJUIEKTyalbHAs COOCTBEHHOCTh» OTHOCHTCS K Pa3IMUHBIM TBOPEHHAM UEIOBEUEeCKOI'o
yMa, HaulMHas ¢ HOBBIX M300peTeHUH 1 3HaKOB, 0603HaUaroMIX cOOCTBEHHOCTh Ha MPOAYKTEL H YCJIyTH
, W 3aKaHuIMBasg KHUTaMU, hoTorpaduaMu, KWHOPUIEMAaMU 1 MY3bIKATLHBIMU TPOH 3B E/TEHU MU .
ABTOpCKUE IIpaBa - 3TO IIpaBa Ha WHTENJIEKTYaJIbHYI0 COOCTBEHHOCTb Ha NPOU3BE/IEHMS HAyKU,
JUTeparypbl M HCKyccTBAa. ABTODCKHEe IIpaBa BBICTYIAIOT B KauecTBe TapaHTHHM TOIO, UTO



WHTEJIJIEKTYaJIbHBIA /TBOPUECKUN TPY[l aBTOpa He OyAeT HalpacHbIM, JacT €My CIpaBelJuBhle
BO3MOZKHOCTU 3apaboTarh Ha pe3yIbTaTaX CBOEro Tpy/a, IIOJYUUTh U3BECTHOCTD U NIpu3HaHue. HUKTO
6e3 paspelieHNs aBTOpa He MOKeT BOCIIPOM3BOAMUTD €ro MIPOMU3BeleHIe, PACIPOCTPAHATE, TYOIMUHO
NEMOHCTPUPOBaTh, MPOJiaBaTh, HMIIOPTUPOBATh, IIyCKaThb B MIpPOKAT, NYOJIWUHO MCHOJHATD,
NIOKAa3bIBATh /UCIOJHATE B 3pupe uiu pasMelnars B IHTepHere.

Hcnonb30BaHHe «ITUPATCKOTO» IIPOTrPaMMHOr0O obecleueHuA MOKeT MIPUBECTH K MHOTUM PHUCKaM: OT
MIOTEPU JAHHBIX K TBOMM AaKKayHTaM 10 OJIOKUPOBKHM TBOEIO YCTPOMCTBA, I'7le YCTAHOBJEHHBINA He
JerajbHag nporpamMma. He crour Tawkske 3abbIBaThb, UTO CYIIIECTBYeT JerajabHble U OeclJaTHBIE
IPOrPaMMbl, KOTOPBbIE MOKHO HANTH B CETH.

O nopraie

CeTeBHUUOK.P(] - TBOH IVIABHBIN COBETUHK B CETU. 37leCch ThI MOKEIb y3HATh O He30IIacHOCTH B CETHU
MOHATHBIM U JIOCTYIIHBIM S3BIKOM, a IPU BO3HUKHOBEHUM KPUTHUUECKON CHUTyalluil oOpaTUTBCSI 3a
COBETOM. A Tak’Ke IPUHATH yUacTHe B KOHKYpPCaX U CTaTh CAMbIM ITU(PPOBBIM I'Park/TaHTHOM !



